Appendix to the Regulation of April 29, 2004 (item. 1024) by the Minister of Internal Affairs and Administration.

A. Security measures at the basic security level

I

1. The area referred to in § 4 point 1 of the Regulation shall be secured against access of unauthorised persons during the absence in this area of the persons authorised to process personal data.
2. Any unauthorised person may stay inside the area referred to in § 4 point 1 of the Regulation only by the controller’s consent or in the presence of a person authorised to process personal data. 
II

1. The access control mechanisms shall be applied in the computer system used for personal data processing.
2. If the access to data being processed in the computer system is granted to at least two persons the following conditions shall be ensured that:
a) a separate identifier shall be registered for each user of the computer system;
b) access to data is available only after entering the identifier and user’s authentication.
III

The computer system used for personal data processing shall be secured in particular against: 

1) software used for gaining unauthorised access to the computer system;

2) loss of data which may be caused by any power supply failure or line interference.

IV

1. The identifier of a user who has lost authorisation to personal data processing should not be granted to other person.

2. In case where the password is used for user authentication, the passwords shall be changed at least once a month. The password consists of at least 6 characters.

3. Personal data being processed within the computer system shall be secured by making of back ups of the data filing systems and using of data processing software.

4. Back ups should:

a) be stored in the premises ensuring security against any unauthorised takeover, change, damage or destruction;

b) be deleted as soon as their usefulness ceases.

V

A person using a laptop computer containing personal data shall be obliged to take a special precautions while having the laptop computer transported, stored or used outside the area referred to in § 4 paragraph 1 of the Regulation, including cryptographic protection measures.

VI

Devices, discs and other electronic information media containing personal data intended to:

1) liquidation – are to be devoid of those data record in the first place, and in the case when it is impossible, the records are damaged, thereby to make them not readable.

2) be turned over to any other party unauthorised to process personal data – are to be devoid of the personal data records, thereby to make them not retrievable. 

3) be repaired – are to be devoid of those data record, thereby to make them not retrievable or repaired under a supervision of a person who has been authorised by the controller.

VII

The controller shall supervise the security measures to be implemented within the computer system.

B. Security measures at the medium security level

VIII

In case where the password is used for user authentication, the password shall consist of at least 8 characters, including small and capital letters, numbers and special characters.

IX

Any devices and information media containing personal data referred to in Art. 27 paragraph 1 of the Act of August 29, 1997 on Personal Data Protection being transferred outside the area referred to in § 4 point 4 of the Regulation shall be secured in such a way to ensure confidentiality and integrity of these data.

X

The computer system management instruction referred to in § 5 of the Regulation shall additionally cover a method of the application of measures referred to in point IX of the Appendix.

XI

At the medium security level the controller shall apply security measures referred to in part A of the Appendix, unless the rules covered by part B provide otherwise.
C. Security measures at the high security level

XII

1. The computer system used for personal data processing shall be secured against any dangers originating from the public network by the implementation of a physical and logical security measures protecting from any unauthorised access.

2. In case where the logical security measures referred to in paragraph 1 are applied, these measures shall cover:

a) control of data flow between the computer system of the controller and the public network;

b) control of actions initiating from the public network and the computer system of the controller.

XIII

The controller shall apply a cryptographic protection measures for the data used for authentication which are being transferred within the public network.

XIV

At the high security level the controller shall apply the security measures referred to in part A and B of the Appendix, unless the rules covered by part C provide otherwise.

