 Guidelines on development and implementation of the security policy.

The paper discusses the method of developing and the scope of documentation which describes the security policy in the scope referring to the method of personal data processing and the measures for  their protection specified in the Regulation of April 29, 2004, by the Minister of Internal Affairs and Administration as regards personal data processing documentation and technical and organisational conditions which should be fulfilled by devices and computer systems used for personal data processing (Journal of Laws No. 100 item 1024) 
General Remarks.

Pursuant to § 3 and § 4 of the Regulation of April 29, 2004, by the Minister of Internal Affairs and Administration as regards personal data processing documentation and technical and organisational conditions which should be fulfilled by devices and computer systems used for personal data processing (Journal of Laws No. 100 item 1024), hereinafter referred to as the Regulation, the controller shall be obliged to develop security policy in the written form and to implement it. The term “security policy” used in the Regulation shall mean a set of rights, rules and practical experiences regulating the way of management, protection and distribution of sensitive information (here: personal data) within a specific organisation [1]. It needs to be stressed that pursuant to Art. 36 paragraph 2 and Art. 39a of the Act of 29 August 1997 on the Protection of Personal Data (unified text: Journal of Laws 2002 No. 101 item 926, with amendments), hereinafter called the Act, the security policy referred to in the Regulation shall wholly relate to the problem of securing personal data at the controller’s, i.e. both to securing the data processed in a traditional way and the data processed in the information systems. The aim of the security policy is to indicate the activities which shall be performed and to establish the principles and rules of conduct which shall be applied in order to properly fulfil the controller’s duties with regard to securing personal data referred to in § 36 of the Act. The Polish PN-ISO/IEC 17799 standard [3] which determines the practical principles of information security management in the field of information technologies indicates „providing directions of activity and management’s support for information security” as the aim of the security policy. It is emphasised that the security policy document shall declare the management’s involvement and indicate the institution’s approach to information security management. The minimum referred to in [3] is that the document determining security policy shall include: 
a) definition of information security, its general features and scope, and the meaning of security as a mechanism enabling co-use of information;  
b) declaration of the management’s intentions confirming the aims and principles of information security;
c) short explanation of the security policy, principles, standards and requirements of compliance which are of special importance for the institution, e.g. :
1) compliance with the law and requirements resulting from contracts;
2) requirements regarding education in the field of security;
3) prevention and detection of viruses and other malicious software;  

4) business activity continuity management;
5) consequences of security policy violation; 
d) definitions of general and specific obligations with respect to information security management, including reporting cases of security violation; 

e) references to documentation which could complete the policy, e.g. to more specific security policies and procedures for particular information systems or security principles which shall be observed by the users.
The above mentioned recommendations, quoted after [3], can be fully applied to security policy documentation referred to in § 4 of the Regulation. Pursuant to the binding principles [3, 4, 5] the security policy shall be a document written and made available to all employees of the organisation. The document determining the security policy shall not be too abstract. The principles of conduct specified in the security policy shall include a substantiation explaining the adopted standards and requirements. The explanations and substantiations of recommended methods generally cause their violation and non-observance to be less common [6].

The contents of the document referred to in § 4 of the Regulation shall concentrate on the security of personal data processing, which results from Art. 36 of the Act on the Protection of Personal Data
. Proper management of resources, including also information resources, especially in the field of information security, requires appropriate identification of these resources [2] and place and way of their storage. Whereas, the choice of resources management and distribution methods relevant for particular resources depends on the applied information media, the type of applied devices, computer hardware and software. Therefore, the legislator indicated in § 4 of the Regulation that the security policy shall include in particular:
1) a list of buildings, premises or their parts comprising the area where the personal data are processed;

2) a list of data filing systems with an indication of software used for data processing;

3) a description of the structure of data filing systems and indication of the contents of particular information fields and connections between them;

4) method of transferring data between particular systems;

5) definition of technical and organisational measures necessary to ensure confidentiality, integrity and accountability in the processing of data.

1. 
The list of buildings, premises or their parts comprising the area where the personal data are processed
While determining the area where the personal data are processed, it is necessary to remember that pursuant to the Act on the Protection of Personal Data the processing of data shall mean any operation which is performed upon personal data, such as collection, recording, storage, organisation, alteration, disclosure and erasure, and in particular those performed in the computer systems. In connection with the above determining the area where the personal data are processed shall include both places where operations upon personal data are performed (entering, modifying, copying) and places where any information media containing personal data are stored (cabinets containing paper documentation, cabinets containing computer information media with data backup copies, workstations, servers and other computer devices, such as drive arrays where personal data are processed on current basis). Pursuant to the contents of §4 point 1, indicating the place of personal data processing shall mean specifying buildings, premises or their parts comprising the area where the personal data are processed. The area where personal data are processed includes also premises where faulty computer data media (tapes, discs, CDs, faulty computers and other devices with media containing personal data) are stored. The controller shall also recognise as the area where personal data are processed a place in the safe deposit, archives, etc., if they are used e.g. for storage of electronic information media containing backup copies of the data processed in the information system, or for storage of other data media, e.g. source documents.
In case where personal data are processed in the information system which is accessible to many subjects via telecommunications network, then the information on these subjects (subject’s name, seat, premises where data are processed) shall also be enumerated in the security policy as a place where data are processed. The requirement above does not apply to situations where personal data are made available to users who obtain access to the system only with the right to inspect their own data after entering proper identifier and password (e.g. systems applied at universities, colleges in order to disclose to students the information on their grades) and systems which are assumed to be publicly available, e.g. book made available on the Internet. In the above mentioned situations it is sufficient to indicate buildings and premises where data are processed by the controllers of the information system, as well as buildings and premises in which access do data is obtained by persons with scope of rights broader than just the right to inspect their data or data made publicly available.

2. 
The list of data filing systems with an indication of software used for data processing.
An important element of identification of the processed information resources is indication of the names of data filing systems and information systems used for their processing. Therefore, apart from indicating the area where data are processed, the security policy shall identify personal data filing systems and information systems used for their processing. In case where the system is built of many modules and these modules can work independently, e.g. they can be installed on different workstations, then the system shall be very precisely indicated together with its particular modules. It also needs to be noted that one program can process data contained in one filing system, as well as in many personal data filing systems. There may also be a different situation when many various programs process data which constitute one data filing system. These programs are most frequently modules of an integrated system. Each module of this type is dedicated to perform specific functionally indicated tasks. An example may be an HR system and a payroll system, which often occur as one integrated HR and payroll system. Information systems can process personal data which constitute one joint data filing system, as well as many separate data filing systems. They can also be integrated and create one system with one or many data filing systems. The examples of configurations possible in this regard are presented on Fig. 1 


Fig. 1. Different models of information systems cooperation with data filing systems; a, b, c) – one data filing system processed by one system; d) – two separate systems (modules) process data contained in one filing system; e, f) – two separate systems (modules) process data contained in two filing systems between which data are transferred. 
Therefore, the names of personal data filing systems and names of computer software used for their processing shall be included in the part of the security policy which identifies personal data filing systems and programs (software) used for their processing.   

This list shall contain information as regards precise localisation of place (building, premises, name of computer or other device e.g.  drive array, optical library, etc.) where personal data filing systems processed on current basis and names and localisations of programs (modules) used for their processing are situated.

3.
Description of the structure of data filing systems and indication of the contents of particular information fields and connections between them
Pursuant to § 4 point 3 of the Regulation a description of the structure of data filing systems and scope of information collected in a particular filing system shall be indicated for each identified data filing system. Descriptions of particular information fields in the structure of the filing systems shall unambiguously indicate which categories of data are stored in them. Description of data field in case where ambiguous interpretation of its contents is possible shall indicate not only a category of data, but also its record format and/or meaning specified in a given context. For example, a description of one-sign field in the following form “Consent to personal data processing for marketing purposes” shall be regarded as insufficient, unless we add that letter „T” shall be entered in this field in case of expressing consent or letter „N” in case of not expressing consent. Lack of proper description can result in other ways of recording or interpreting specific information than it was assumed.

With reference to description of the structure of a data filing system in case of data filling systems processed in the information system it needs to be noted that this description is necessary to determine or verify the scope of data. In case of relational databases this scope does not result directly from the scope of data ascribed to particular objects recorded in the filing system. It depends on the relations established between particular objects. For example, if information on customer’s address data, customers’ orders and commodities being sold in the scope presented on table 1 is processed in the filing system, then the relations established between the objects “customer’s address data” and “customer’s orders” through the field called customer’s identifier show that the information on customers in the following scope is processed in this filing system:
<Scope 1>: [name, surname, address (postcode, city, street, house/apartment no.), commodity’s name, commodity’s amount, value of order, date of receipt],

and information on commodities in the scope:
<Scope 2>:  commodity’s identifier, commodity’s name, producer’s name, production date].

Table 1. Structure of the data filing system containing information on customers, orders and products.

	customers’ address data:
	[customer’s identifier, name, surname, address (postcode, city, street, house/apartment no.)]

	customer’s orders:
	[order’s identifier, customer’s identifier, commodity’s name, commodity’s amount, order’s value, order’s data, receipt date]

	commodities being sold:
	[commodity’s identifier, commodity’s name, producer’s name, production date]


The scope of the processed data on customer which is marked above as „Scope 1”, resulted – as it is easy to observe – from the relation existing between objects „customer’s address data” and „customer’s orders”. This relation caused the scope of data which is included in the object “customer’s address data” to be broadened with data included in objects “customer’s orders”. It is worth noting here that in the object marked “customer’s orders” the ordered commodity was indicated directly by determining its name, and not on the basis of relation with the object in which all data concerning it are described. Such record caused that the data on the commodities being sold which are recorded in the objects marked as “commodities being sold” do not broaden the scope of data on customer marked as „Scope 1”, although they are physically recorded in the same data filing system.


Fig. 2. Scope of personal data (fields with grey background) processed in the filing system containing information on customer’s address data, orders and commodities being sold.

In case of relational databases practically any information can be recorded by creating an appropriate relation. For the structure presented on table 1 information on name of the ordered commodity can be alternatively recorded in the customers’ orders in the form of a relation, which is shown on table 2. 

Table 2. Structure of the data filing system containing information on customers, orders and commodities with information on the ordered commodity recorded in the form of a relation.

	customer’s address data:
	[customer’s identifier, name, surname, address (postcode, city, street, house/apartment no.)]

	customer’s orders:
	[order’s identifier, customer’s identifier, commodity’s identifier, commodity’s amount, order’s value, order’s data, receipt date]

	commodities being sold:
	[commodity’s identifier, commodity’s name, producer’s name, production date]


The above presented, outwardly not big, change in the structure of description of objects in the data filing system causes that in consequence of additionally introduced relation between customers’ orders and products being sold the scope of the processed information on customers and commodities bought by them is extended to the following scope:

<Scope 3>: [name, surname, address (postcode, city, street, house/apartment no.), commodity’s name, producer’s name, production date, commodity’s amount, order’s value, order’s date, date of receipt].


Fig. 3. Scope of personal data (fields with grey background) processed in the filing system containing information on customer’s address data, orders and commodities being sold.

While analysing the example above it can be noted that the relations existing in the structure of the data filing system between descriptions of particular objects significantly influence a real scope of the processed data on the indicated object.
The abbreviations and denominations of particular categories of data and the indexes and keys introduced for technical reasons to increase the effectiveness of the processing often cause that technical description of the structure of a data filing system, and in particular the form in which this structure is recorded in the information system are not always transparent enough.
Therefore, upon complying with § 4 point 3 of the Regulation particular information groups and relations between them which identify in this way full scope of personal data processed in a specific filing system need to indicated in the security policy. While describing the structure of data filing systems it is not necessary to present full documentation of the database structure with indicating original names of particular information fields, applied keys or definitions of inbuilt functional objects such as: procedures, functions, packages and triggers
 [5].
The requirement to indicate the connections between information fields in the structure of data filing systems specified in § 4 point 3 of the Regulation shall be understood as the requirement to indicate all the data in the structure of the filing system which can be associated with a specific person through the existing relations. For example, the structure of the filing system depicted on table 1 shows that the data which can be associated with a person whose name and surname are given include not only the data contained in this object, but also the data contained in the object called “customer’s orders”. This connection, pursuant to the definition of personal data, results in extending the scope of these personal data of the customer by the data contained in the object “customer’s orders”. 

It is clearly indicated in § 4 point 3 of the Regulation that the security policy shall include a description of the structure of filing systems which indicates the contents of particular information fields and connections between them. This description can be presented in the formal way (as for example on table 1, 2), in the graphical form showing the existing connections between objects (Fig. 1, 2), as well as in the form of text description. In the case presented on table 1 the text description can be as follows:

„The following scope of customers’ personal data can be processed in the filing system: 

a) customer’s address data (name, surname, postcode, city, street, house no.), and 

b) all the orders placed by a given customer (commodity’s name, commodity’s amount, order’s value, order’s date and receipt date).”

In the quoted example of text description the information on connections between particular information fields in the filing system’s structure was presented in the text by indicating in point b) that the filing system’s structure contains also information on all the orders placed by a given customer (connection between the order and customer’s data which shall be understood as address data mentioned in point a). 

It needs to be noted that the description of the data filing systems’ structure referred to in § 4 point 3 of the Regulation shall be legible and comprehensible. 

4. 
Method of transferring data between particular systems.
In this point the method of cooperation between various computer systems and relations which exist between the data collected in the filing systems for the processing of which these systems are used have to be presented. To show the flow (transfer) of data one can use e.g. schemes, such as those depicted on Fig. 1, which indicate with which data filing systems the system or the system’s module cooperates, whether the flow of information between the data filing system and the computer system is one-way, e.g. the information is downloaded to read only, or two-way (to read and to write). The method of transferring data between particular systems shall also include information on data which are transferred between systems in a manual (by using external data media) or half-automated way – by means of teletransmission (by using special functions for data export/import), carried on at specific time intervals. Such data flow occurs for example frequently between HR and Payroll systems (Fig. 1f) and between the HR, Payroll systems and the so called Płatnik system used for employees’ settlements with the Social Security Agency (ZUS). The specification of data flow in systems with distributed databases is of special importance for identifying the personal data processing. In a distributed database the data are located in various places territorially distant from each other and can contain, depending on the localisation, different scopes of data (so called heterogeneous and federation distributed databases) [6]. In case of corporation systems of international range the information on data flow between corporation branches located in the states which do not belong to the European Economic Area shall be considered as data flow to a third country
 with the consequences resulting from this
. It is not necessary to discuss in detail technological solutions in the security policy in the point determining the method of transferring data between systems. The most important thing is to indicate the scope of transferred data, subject or categories of subjects to whom data are transferred and general information on the method of transferring data (Internet, electronic post, other solutions) which can determine the type of tools necessary to ensure their security during teletransmission.

Transferring data between particular computer systems, from the point of view of analysis of the scope of the processed data, can be compared – from the perspective of the obtained result – to description of relations between particular information fields in the structures of data filing systems, which is presented in point 3. In case of transferring data between computer systems, relations which occur between data processed in the filing systems of particular systems do not result from their structure. In case of transferring data between systems data from particular filing systems are combined dynamically by performing specific functions of the system or properly defined external procedures.  
Proper performance of the tasks enumerated in points 2 and 3 of the security policy and conducted analysis of the data flow shall give an answer as regards the classification of particular computer systems from the point of view of a category of the processed personal data. This classification shall in particular indicate whether personal data subject to special protection referred to in § 27 of the Act shall be processed in a given computer system or not. This information completed with the data concerning work environment of particular systems from the perspective of their connection with the public telecommunications network shall give an answer as regards the required security levels referred to in § 6 of the Regulation. Therefore, the summary of lists and descriptions referred to in points 2, 3 and 4 of the security policy shall include an indication in point 4 of the security levels required for particular computer systems.
5. 
Definition of technical and organisational measures necessary to ensure confidentiality, integrity and accountability in the processing of data
In this part of the security policy technical and organisational measures necessary to ensure confidentiality and integrity of the data being processed shall be specified. These measures shall at the same time ensure the accountability of any activities causing the processing of personal data. It is necessary to remember that the measures referred to above shall be determined after having previously conducted a careful analysis of the threats and risks related to personal data processing. The analysis of threats and risks shall cover the entire processing of personal data. It shall inter alia take into consideration susceptibility of the applied computer systems to specific threats. The system’s susceptibility shall be understood here as weakness in the system which may be used by a threat, i.e. may allow for existence of a threat, e.g. in the form of hacking the system and losing data confidentiality. An example of such susceptibility is lack of data access control mechanism which can allow for existence of a threat of data processing by unauthorised persons, and in consequence cause a loss of confidentiality of the processed data. While analysing data processing environment the risk of coming into existence of certain threats has to be assessed. This risk can be specified as likelihood of using specific susceptibility of the system to the threats existing in a given environment. It is important that the applied technical and organisational measures necessary to ensure confidentiality, integrity and accountability of the data being processed are adequate to the threats resulting from the method, as well as the category of the personal data being processed. These measures shall ensure the accountability of any activities (of persons and systems) undertaken for the purpose of personal data processing. They shall meet the requirements specified in articles 36 – 39 of the Act and be adequate to the required security levels referred to in § 6 of the Regulation. As regards the accountability of the activities undertaken in the processing of personal data the used measures shall in particular support the controller’s supervision over the following: which data, when and by whom have been entered into the filing system (Art. 38 of the Act).
An example of the risk for the processing of personal data in the computer system connected to the Internet is a possibility to take over or preview these data by unauthorised persons. The less effective the applied safeguards, the bigger the risk. Signalling an existing threat allows undertaking proper preventive activities. It is often important just to become aware of the existence of specific threats, e.g. threats resulting from the processing of data in the computer system connected to the Internet or threats caused by using wireless data transmission technologies which have not been tested in terms of security. The identified threats may be minimised inter alia by using antivirus systems, encryption mechanisms, firewalls, etc. In case of large computer systems (systems connected to public networks, systems with distributed databases, etc.) the choice of proper measures requires possessing expertise. Proper developing of the personal data processing security policy in the above mentioned scope is a complex process which requires among others the knowledge of basic terms and models used to describe the methods of computer systems security management. The terms and models referred to, as well as issues regarding computer systems security management and planning were described inter alia in the Polish Standards [2, 3].
While specifying the technical and organisational measures necessary to ensure confidentiality, integrity and accountability of the data being processed inter alia the classification of security levels introduced by § 6 of the Regulation shall be considered. For each of the levels enumerated therein which shall be identified after fulfilling the tasks specified in points 2, 3 and 4 of the security policy it is necessary to ensure at least such security measures which fulfil the minimum requirements indicated in the Appendix to the Regulation. 
A description of measures referred to in § 4 point 5 of the Regulation shall include both technical and organisational measures. For example, in case of the applied authentication mechanisms both the issues concerning the authentication of users in computer systems and issues regarding authentication at entrance (exit) to specific premises, and the entries/exits registration method, etc., have to be indicated and described. In case of using specialist tools (firewalls, Intrusion Detection Systems – IDSs, etc.) it has to be indicated in the security policy that such measures are applied, in what scope and in relation to what resources. Details regarding technical characteristics and configuration of the applied tools shall not be described in the security policy – a document disclosed to all the employees. The documents describing details in this regard shall be protected against access of unauthorised persons.
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� Regulation of April 29, 2004, by the Minister of Internal Affairs and Administration as regards personal data processing documentation and technical and organisational conditions which should be fulfilled by devices and computer systems used for personal data processing (Journal of Law No. 100 item 1024), hereinafter referred to as the Regulation, was issued on the basis of a delegation included in Art. 39a of the Act on the Protection of Personal Data and its scope on the grounds of Art. 36 paragraph 2 of this Act is limited to personal data processing.


� 	Procedures, functions, packages, triggers – these are objects recorded in the database, just like other data. These objects can include procedures and functions, which can be later used by the data processing application. Procedures launched when a specific event occurs are called triggers.   


� 	Pursuant to Art. 7 point 7 of the Act on the Protection of Personal Data third country - shall mean a country which does not belong to the European Economic Area 


� 	The requirements related to transferring personal data to a third country were specified in Art. 18 paragraph. 1 point 4, Art. 41 paragraph 1 point 7, Art. 47 and Art. 48 of the Act on the Protection of Personal Data.
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